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 Preamble 

Inxmail is the developer of the software „Inxmail Plattform“, „Inxmail Mail-Relay“, „Inxmail New Xperience“, 

“Inxmail Professional”, “Inxmail Commerce” and “Inxmail Advertate” (hereinafter: “Software”), which is 

offered as an Internet service (Software-as-a-Service; ASP Service) (hereinafter: “Service”). With the 

service, users can – in each case linked to an email address – maintain, use and evaluate data as well as 

personal data.  

The Services are provided on the basis of the agreement concluded between the parties on the use of the 

software as an ASP Service (hereinafter referred to as the “Main Agreement”).  

This agreement regulates the use of personal data within the scope of the Services. If additional services 

(e.g., training or consulting services) are booked/ordered by the Controller from Inxmail in addition to the 

existing Main Agreement, these shall also be subject to the data processing agreement in this document. 

 Subject matter of the agreement 

2.1 Subject matter and duration of the agreement:  

Inxmail processes personal data on behalf of the Controller within the scope of hosting the software. The 

subject matter of the agreement and the detailed scope of the data processing results from the currently 

valid Main Agreement and any individual instructions. The duration of this order (term) corresponds to the 

term of the Main Agreement. 

2.2 Nature and purpose of the processing of data: 

The scope and purpose of Inxmail activities for the Controller shall result from the Main Agreement as well 

as from any individual instructions. 

Within the framework of the contractual relationship with the Controller, Inxmail shall only process 

personal data which is entered into the respective service at the instigation of the Controller or by the 

Controller itself. Inxmail shall not process this data to any further extend or for any other purpose without 

the express instruction of the Controller. 

2.3 Type of personal data and categories of data subjects:  

The type and amount of personal data and affected groups of persons used by the service depends on the 

use of the software by the Controller. As a rule, these are primarily the e-mail address, form of address, 

title, first name, last name, IP address and user behaviour of customers, interested parties and/or 

employees. When using Google reCAPTCHA optionally, the location may also be collected. Inxmail shall in 

no case process further types of data or data subjects without the express instruction of the Controller. 
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Special categories of personal data pursuant to Article 9 (1) DSGVO are excluded from processing in 

Inxmail Software and Services. 

A specification of the type of data and categories of data subjects is provided in Annex A, if different from 

aforementioned.  

 Rights and duties of the Controller 

3.1 The Controller is authorised to issue instructions to Inxmail with regard to the processing of 

personal data in according to this Data Processing Agreement. The Controller reserves the right to 

issue supplementary instructions to Inxmail at any time regarding the purpose, type, and scope of 

the processing of data. Verbal instructions shall be confirmed in text form without undue delay. 

3.2 The Controller shall inform Inxmail without undue delay if it discovers errors or irregularities in the 

examination of the order results. 

3.3 Inxmail shall provide the Controller with all necessary information to demonstrate the  

obligations set out in this Agreement (including the specific technical and organizational 

measures) and shall enable checks – including inspections – to be carried out by the Controller or 

an auditor appointed by the Controller.   

 

Control measures, random checks and in particular on-site  inspections shall be announced 

to Inxmail by the Controller in good time and shall be organized in such a way that they do not 

impair the course of operations as far as possible and that it is ensured that no information of 

Inxmail requiring protection is disclosed to persons who are not under a special obligation of 

confidentiality.  

 

Inxmail may invoice the Controller for external expenses and expenses exceeding the customary 

level at cost price (external expenses) or at applicable hourly rates (own expenses). 

 Rights and duties of Inxmail 

4.1 Inxmail shall not process personal data on its own authority, exclusively within the framework of 

the agreements made and in accordance with the documented instructions of the Controller. 

Inxmail shall not use the data provided for the data processing for any other purposes. Copies or 

duplicates shall not be made without the knowledge of the Controller. Excluded from this are 

security copies, insofar as they are necessary to ensure proper data processing, as well as data 

required with regard to compliance with statutory retention obligations. 

The recipients of instructions of the Inxmail GmbH are the assigned account manager, as well as 

employees of customer care, customer support or employees named in each case within the 

scope of further assignments. 
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An exception of the principle of being bound by instructions exists if Inxmail is obliged to process 

the data (e.g., disclosure to authorities, etc.) due to mandatory legal requirements. In this case, 

Inxmail shall notify the Controller of these legal requirements prior to the corresponding 

processing of data, unless the respective law prohibits such notification due to an important 

public interest. 

4.2 Insofar as the cooperation of Inxmail is necessary for the response to requests for the exercise of 

rights of a data subject (in particular for the right of access, rectification, erasure, or restriction of 

processing), Inxmail shall support the Controller in this respect with appropriate technical and 

organizational measures. 

If, in an individual case, the existing technical and organizational measures are not sufficient and 

considerable individual efforts are required, Inxmail will invoice these efforts to the Controller at 

the applicable hourly rates. 

4.3 After completion of the contractual work or earlier upon request by der Controller, Inxmail shall, at 

the Controllers option, delete all documents, generated processing and/or utilization results as well 

as data files related to the contractual relationship that have come into its possession in a data 

protection-compliant manner or return them to the Controller within 30 working days after the 

Controller has exercised its option. 

4.4 Inxmail is obliged to notify the Controller without undue delay of any breach of data protection 

regulations or of the contractual agreements made and/or the Controller´s instructions issued. The 

Controller and Inxmail shall cooperate with the supervisory authority upon request in the fulfilment 

of their legal obligations. 

4.5 Inxmail shall assist the Controller in complying with the obligations referred to in Articles 32 to 36 

GDPR, including the security of processing, the notification of a personal data breach to the 

supervisory authority, carrying out a data protection impact assessment and the prior consultation 

of the supervisory authority. 

4.6 Inxmail entrusts only such employees with carrying out the work, who have been bound to data 

secrecy (prohibition of unauthorized collection, processing, and use of personal data) and 

confidentiality or who are subject to an appropriate statutory duty to confidentiality. 

4.7 Inxmail shall inform the Controller without undue delay if it is of the opinion that an instruction 

violates data protection regulations. This duty to inform does not include a comprehensive legal 

examination. Inxmail shall be entitled (but not obliged) to suspend the implementation of the 

respective instruction until it is confirmed or amended by the responsible person at the Controller 

in writing or by fax. 
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4.8 The contractually agreed service shall be provided exclusively in a member state of the European 

Union or in a contracting state of the Agreement on the European Economic Area. Any relocation of 

the service or parts thereof to a third country requires the prior consent of the Controller and may 

only take place if the special requirements of Art. 44 et seq. GDPR are fulfilled (e.g., adequacy 

decision of the Commission, standard data protection clauses, binding corporate rules). 

4.9 The processing of the Controller´s data in private residences (e.g., home offices of Inxmail´s 

employees) is permitted. The measures pursuant to Art. 32 GDPR (see appendix) must also be 

ensured by Inxmail in this case. 

4.10 Inxmail shall not acquire any rights to the Controller´s data and shall be obliged, at the Controller´s 

request, to surrender the Controller´s data at any time upon first request in a form that can be read 

and further processed by the Controller. Rights of retention with regard to the Controller´s data and 

the associated data carries are excluded. 

 Subcontractors 

5.1 Inxmail shall contractually ensure that the agreed regulations also apply to the subcontractors 

used by Inxmail with direct connection to the processing of personal data. At the time of 

commissioning, these are the subcontractors listed below: 

Bringe Informationstechnik GmbH, Rudolf-Link-Straße 6, 76228 Karlsruhe, Germany 

Microsoft Ireland Operations Limited, One Microsoft Place; South County Business Park, 

Leopardstown, Dublin 18 D18 P521, Ireland – web-based software of Inxmail is hosted in a 

Microsoft data center (Azure) within the EU. Microsoft applies EU Standard Data Protection 

Clauses. 

Interlake Media GmbH, Marlene-Dietrich-Allee 15, 14482 Potsdam, Germany – Third Level 

Support, for Microsoft (Azure) components is provided to INXMAIL by Interlake Media GmbH. 

Hetzner Online GmbH, Industriestr. 25, 91070 Gunzenhausen, Germany 

SysEleven GmbH, Boxhagener Straße 80, 10245 Berlin, Germany – scheduled start date: 

September 1, 2026 

Only when using the optional free web form security service Google reCAPTCHA is consent also 

given to the following subcontractor: 

Google Ireland Limited, Gordon House, Barrow Street, Dublin 4, Ireland. In this context, data 

processing takes place outside the EU, specifically in the United States, which is authorized under 

the Adequacy Decision / Data Privacy Framework. The current version of the data processing 

agreement between Inxmail and Google Ireland can be viewed at 
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https://cloud.google.com/terms/data-processing-addendum and lists all subprocessors used by 

Google. 

If the Controller uses the optional Mailix for Inxmail service, the following subcontractor will also 

be engaged: 

Mailix AG, Zählerweg 12, 6300 Zug, Switzerland 

5.2 Inxmail may engage further subcontractors within the scope of the commissioned processing. The 

Controller shall be informed of this in writing. The Controller shall have a four-week right of 

objection. If the Controller and Inxmail are unable to agree on a mutually acceptable solution after 

exercising the right of objection, either side may terminate the Main Agreement within four weeks 

of the failure of the negotiations (special right of termination) 

5.3 Before commissioning another subcontractor, Inxmail shall ensure that the data protection 

obligations imposed on Inxmail under this Agreement are also imposed on the subcontractor by 

concluding a contract corresponding to this Agreement with the subcontractor concerned. In 

particular, the Contractor shall ensure that the technical and organizational measures specified for 

the subcontractor ensure that the processing is carried out in accordance with the statutory 

requirements. 

 Technical and organisational measures 

6.1 Taking into account the state of the art, the costs of implementation and the nature, scope, context 

and purposes of processing as well as the risk of varying likelihood and severity for the rights and 

freedoms of natural persons, the Controller and Inxmail shall implement appropriate technical and 

organizational measures to ensure a level of security appropriate to the risk. The attached 

described technical and organizational measures are established as binding. 

6.2 The technical and organizational measures are subject to technical progress and further 

development. In this respect it is permissible for Inxmail to implement alternative adequate 

measures. Substantial changes must be documented and must be notified to the Controller (e.g., via 

the Inxmail Community or online help). 

 Data protection officer of Inxmail 

7.1 Inxmail has designated an expert data protection officer. The current data protection officer and the 

contact details can be found on Inxmail´s website (inxmail.com/data-conditions) 

https://cloud.google.com/terms/data-processing-addendum
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 Miscellaneous 

8.1 In the event of any conflict with other contractual provisions, the provisions of this Agreement shall 

prevail with respect to data protection. 

8.2 Collateral agreements or amendments to this Agreement must be in writing to become effective. 

8.3 This Agreement shall be governed by German law (including the GDPR), place of jurisdiction is 

Freiburg im Breisgau. 

8.4 The defence of the right of retention is excluded with regard to the data processed for the Controller 

and the related data carriers. 

8.5 If a provision of this agreement is or becomes legally invalid, the validity of the remainder of the 

agreement shall not be affected thereby. The parties will replace invalid provisions with such 

provisions which come as close as possible to the intended result of the invalid provisions. The 

same shall apply if a provision is unenforceable or if the Agreement contains a gap.  

8.6 The parties clarify that in all other respects the provisions of the Main Agreement shall apply 

accordingly. In the event of contradictions between this Agreement and the Main Agreement, the 

provisions of this Agreement shall prevail with regard to data protection, otherwise the provisions 

of the Main Agreement shall prevail. 

8.7 This Agreement replaces all existing agreements to secure the Controller´s or Inxmaiĺ s obligation 

under data protection law, in particular commissioned data processing agreements already 

concluded in the past. 

8.8 The legal liability provisions according to Art. 82 GDPR shall apply. Any limitation of liability 

between the parties (e.g., in the Main Agreement) do not apply in this regard.  
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Appendix A 

Type of personal data 

In deviation to Section 2.3 the following data types are subject of this order (mark with a cross where 

applicable): 

☐ person master data (e.g., name, address)  

☐ communications data (e.g., phone, e-mail) 

☐ age 

☐ applicant data 

☐ contract master data/employee master data (e.g.  personnel number and identification number) 

☐ data of wages/salaries 

☐ tax data/accounting data 

☐ working time data 

☐ employee evaluation 

☐ employee qualification and employee characteristics 

☐ data of billing of telecommunications services  

☐ data of telecommunication links 

☐ planning data/control data 

☐ contract billing data and payments data 

☐ customer history 

☐ customer behaviour data 

☐ user ID 

☐ passwords 

☐ access data 

☐ bank account data 

☐ credit card data 

☐ audio data 

☐ image data 

☐ video data  

☐ disclosed information (credit reference agencies; public directories etc.) 

☐ other, namely (please specify): 

    ........................................................................................................................................... 
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Categories of data subjects 

In deviation to Section 2.3 the following categories of data subjects are subject of the order: 

☐ Employees 

☐ Apprentice and Trainees 

☐ Applicants 

☐ Former Employees 

☐ Freelance Employees 

☐ Shareholders 

☐ Relatives of Employees 

☐ Customers 

☐ Potential Customers  

☐ Supplier  

☐ Renter 

☐ Business Partner 

☐ Consultants 

☐ Visitors 

☐ Media Representatives 

☐ Subscribers 

☐ Agent 

☐ Contact Persons 

☐ other, namely (please specify) 

    ........................................................................................................................................... 
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  Document Information 

The EU General Data Protection Regulation (GDPR) contains specifications on how personal data should be 

handled in technical and organizational terms. This serves the goal of data security. Data security thus 

represents a further and complementary aspect of data protection. This document includes the technical 

and organizational measures of the subcontractors required for your specific application. These are also 

carefully selected in accordance with Article 28 GDPR and are continuously reviewed. 

Data security is regulated by law in Art. 32 (1) GDPR. These regulations require that such technical and 

organizational measures be taken as are necessary to ensure the protection of personal data. 

For automated processing, the GDPR lists various control areas, which each contain various sub-items: 

1. Confidentiality 

2. Integrity 

3. Availability 

4. Procedures for regular testing, assessment and evaluation 

5. Pseudonymisation and encryption 

6. Cooperation with the DDSK GmbH 

 Organisational Information 

Inxmail cooperates with the Deutschen Datenschutzkanzlei and is advised on all data protection issues by 

Mr Stefan Fischerkeller and Mr. Marius Bernhardt. Mr. Fischerkeller is the designated external data 

protection officer of Inxmail GmbH in accordance with Art. 37 GDPR. The Deutsche Datenschutzkanzlei 

regularly conducts monitoring audits, as well as specialist training and provides guidelines, guidance 

documents and guided documents. 

Inxmail GmbH ensures the written documentation of the current level of data protection, as well as the 

written work instructions, guidelines and leaflets for employees. In addition, procedures are implemented 

in the area of notification, requests for information and requests for rectification, erasure and restriction. 

Employees involved in data processing are bound to data secrecy and confidentiality. Employees involved 

in the provision of telecommunication services are also obliged to maintain telecommunications secrecy in 

accordance with Section 3 of the Telecommunications Digital Services Data Protection Act (TDDDG). 

 Safeguarding Measures 

The following points describe the technical and organizational measures operated by Inxmail GmbH. The 

servers and databases as well as the data backup of all DPA-relevant data are hosted and maintained in a 

professionally operated data center. Some of the security measures in the following checklist relating to 

this area are not described separately, as they are the responsibility of the subcontractors or are not 
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published in detail for reasons of maintaining security through confidentiality. Subcontractors are 

carefully selected and assessed for their security awareness and expertise. 

3.1 Confidentiality (Art. 32 (1) lit. b GDPR) 

3.1.1 Physical Access Control Company Premises 

› A locking system appropriate to the protection needs of the data is used (key; chip cards-/transponder-

locking system). 

› Controlled and documented allocation of electronic keys (so-called transponders) to control access to 

the office rooms, logging (time, date, person) alarm armed/disarmed or triggered. 

› A responsible person is designated to manage the resources for access. 

› Documentation of key allocation is kept and continuously updated. 

› The building is locked and can only be opened manually by staff. 

› Securing the office/business premises during working hours via the central reception desk, which is 

manned continuously during office hours (Mon-Thu 8:30-17:30; Fri 8:30-17:00). Visitors must register 

at the reception and are then picked up by a member of staff. 

› Visitors are only allowed in the building when accompanied by a member of staff. 

› Visitors are registered in the visitor's book and receive a visitor's badge. 

› 24/7 surveillance of the company premises and offices by a security service and internal alarms. 

› Further safeguarding measures are implemented (light barriers/motion detectors; alarm system; door 

camera; intercom system for opening the entrance door) 

› Alarm triggering in case of unauthorized access attempts via all possible entrances and windows. 

› A lockable archive and lockable cabinets are available. Restrictive access authorizations are used. The 

keys are only available to authorized persons. 

› The building is equipped with security glazing. 

› Emergency/incident management in accordance with BSI 100-4 and ISO 27001 exists.  

› Emergency/incident management in the event of Physical Access violations according to the escalation 

plan, in accordance with BCM ISO 27001. 

3.1.2 Physical Access Control External Server Rooms 

› Physical access control to the server rooms is guaranteed by the spatial structure and the control 

systems used (subdivision of the data center into different access areas, which are connected to the 
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entrance area by locks). A fixed procedure is defined for entering and leaving the security areas and 

the building. Violations automatically trigger an alarm that alerts the security service, police and fire 

brigade. 

› Access authorization to the data centers is restrictive (IT administration only; technicians). Additional 

security of the server room and the network technology by means of a transponder to which only the 

administrators have access. Other employees or external persons are only granted access under 

supervision. 

› The data centers have an automated, electronic access system with logging of accesses, a triple 

access procedure (transponders, personalized code keys, PIN fields) and camera surveillance. 

› The racks in the data centers are locked. 

› Network components are operated in areas that are not accessible to the public and in lockable 

cabinets. 

› The grounds are continuously inspected by a security service. Persons encountered by security must 

identify themselves and present their attendance authorization. 

› Visitors are only allowed in the data center when accompanied by a member of staff. 

› Accesses and activities are always documented and logged. 

› The hosting service provider is ISO 27001 certified. 

3.1.3 Electronic Access Control 

› Binding procedure for granting and withdrawing authorizations: 

› Regulation of access to the data processing systems via a user/authorization concept. 

› Allocation of personalized user accounts and hardware with corresponding password policies (unique 

assignment of user accounts to users). ' Assigning employees to one or more user groups, whereby the 

respective user groups have different access rights (rights restriction standard user). 

› Logging of incorrect password entries. Evaluation of logs in the event of anomalies. 

› Network services are only assigned within the scope of the usage scenarios required for the task. 

Authorizations are regulated centrally via an identity and access management service. 

› Data transfer to and from the data processing systems is secured against use by unauthorized persons 

during critical activities (e.g., system maintenance, software updates, backups, remote maintenance) 

by the following measures: 

– Verification registered public keys when contacting 

– Encrypted data transfer (TLS/SSH). 
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–  Access to system from outside via VPN connection. 

– Logging of system usage. 

– Access for remote maintenance personnel only via personalized SSH keys. 

› Remote maintenance measures are monitored and can be cancelled at any time. 

› A password policy with specifications for the password standard is implemented: 

› The length and complexity of the password are based on the current requirements of the Federal Office 

for Information Security. If a password becomes public, it must be changed immediately, and the 

responsible IT department is notified, and all affected accesses and terminals are blocked. The defined 

password regulations are technically enforced in the central systems. 

› Use of firewalls to prevent attacks. Systems are operated in different network segments that are 

separated from each other by means of firewall regulations. The corporate network is secured against 

attacks by a comprehensive firewall architecture. 

› Spam filters and virus protection programmes exist and are always kept up to date. 

› Content filter and use of reverse proxy to protect applications and networks. 

› Functional restriction of the use of client systems and screen workstations (restrictive assignment of 

rights) and deactivation of unnecessary services. 

› Comprehensive network monitoring (with 24/7 control) with corresponding alarms (on-call service 

outside business hours) is established. 

› Limiting the servers in the data centers to the required services. 

› Logging of system usage and available logs 

› Use of central smartphone administration software (e.g., for external deletion of data/remote access). 

› Deactivation of unnecessary services. 

› Encryption of data carriers and notebooks. 

› Spam filters for incoming mail, spam filters and virus protection programmes exist and are always 

kept up to date. 

› All workstations are locked when the user leaves the workstation or in case of inactivity (password-

protected, automatic screen locks). 

› Reduction of persons authorised to access to a minimum. 

› Annual penetration tests are carried out. 
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3.1.4 Internal Access Control 

› The restriction of the access rights of the person authorized to use a data processing system 

exclusively to the data subject to his access authorization is ensured by: 

– Allocation of personalized user accounts and hardware with corresponding password policies 

(unique assignment of user accounts to users). 

– Assigning employees to one or more user groups, whereby the respective user groups have 

different access rights (rights restriction standard user). 

– Differentiated access authorization to application programmes. 

– Differentiated processing options (read/change/delete). 

› Unauthorized reading, copying, modification or deletion of data carriers is prevented by: 

– Data carrier management 

– Designation of persons responsible for handing over/testing of hardware/data carriers. 

– Software-based exclusion (authorisation concept) 

– Drive use/assignment concept 

– Secure interfaces 

› A binding procedure for the allocation of authorizations is implemented (binding administration 

concept). Restrictive access authorization/project-related access incl. logging/recording. The 

application and allocation of authorizations is carried out with the involvement of the supervisor and 

with documentation of the allocation of authorizations in the directory service. 

› Personalized admin account with increased password requirements (Twelve characters: upper/lower 

case; numbers). 

› Use of IT security guideline/policies (including use of removable media; handling of personal 

data/customer data, password use/provisions, encryption, filing/storage of data, etc.). 

› Prohibition of use of private data carriers. 

3.1.5 Separation Control  

› There is a separation between the test and production environments with firewalls and dedicated 

database servers and application server instances. 

› Personal data may only be used for the purpose for which it was originally collected. The different and 

separate processing is ensured by: 

– Software exclusion (client separation in the ASP service). 
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– Database principle, separation via access control. 

– Separation of test and productive data (productive data exclusively in ISO 27001 hosting service 

provider). 

– Separation of functions. 

– Separation of development and production programmes 

– logical separation 

– Storage of different categories of data in separate databases and processing depending on the 

intended use with suitable software. 

3.2 Integrity (Art. 32 (1) DSGVO) 

3.2.1 Data Transfer Control 

› A physical dispatch of data carriers is not intended. 

› Prohibition of the use of private data carriers. 

› Data carriers that are no longer needed are destroyed by service providers (magnetically). 

› Laptops are encrypted. 

› All sensitive data intended for transport or transfer is encrypted. 

› The protection of personal data during physical transport or electronic transfer is ensured by the 

following measures: 

– VPN 

– Anonymisation/pseudonymisation procedure 

– Encryption of data carriers 

– Exclusive use of systems approved by IT 

– Encrypted connections by default (SFTP, HTTPS, TLS ...) 

› The following security measures exist: 

– Hardware- and software-firewall 

– Programmes that prevent or detect the intrusion of e.g., viruses 

– SPAM detection and marking 

› Only approved services may be used (technically enforced and implemented by policy). 
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› Controlled destruction of data carriers and paper documents in accordance with DIN standard 66399 

with security level 4 or higher (directly on site by certified service provider or by collection). 

› VPN access to the company network exists for mobile workplaces and home offices. 

› Predefined data carrier management with inventory monitoring/control (completeness and 

correctness check). ' Secured entrance for delivery and receipt. 

› Documentation of the parties to whom transfer is intended, as well as documentation of the transfer 

channels. 

› A policy for handling technical certificates has been implemented. 

› Clients are separated. 

› Information is classified by confidentiality levels according to the ISMS guideline ISO 27001 

3.2.2 Entry Control 

› Whether and by whom data have been entered, changed or removed from data processing systems 

can be subsequently checked and determined by: 

– User profiles 

– User identification 

– Authorisation concepts 

– Log files are kept in central systems, which make entries and changes to data traceable. 

– Logging of entered data (processing log). In particular, logging of failed login attempts. 

– Logging of the entry, change and deletion of data. 

– central log-server. 

– Logging of administrative activities in the directory service. 

› Inxmail GmbH collects, changes, or deletes personal data primarily within the framework of its own 

customer management systems (inventory data; usage data; end customer data) or only on behalf of/in 

accordance with the instructions of the customer/Controller. 

› Within the scope of (remote) maintenance, access logging of Inxmail activities via HTTPS, VPN and/or 

system logs is carried out. 

› Log files are kept in central systems, which make entries and changes to data traceable. The 

configuration of the log evaluation and processing tool is versioned and stored in a tamper-proof 

manner. 
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3.2.3  Availability of Personal Data (Art. 32 (1) lit. b and c GDPR) 

› The protection of data against accidental destruction or loss is ensured by: 

– Use of RAID hard disk systems 

– Use of UPS incl. overvoltage protection and emergency power generator (two independent 

generators that can guarantee power supply in case of power interruption lasting several days). 

– Lightning protection devices 

– Fire and smoke detection systems with extinguishing system (ARGON gas; oxygen displacement). 

– Early fire detection system (fire gas sniffer system: early detection of overheating damage before 

fire; triggering of pre-alarm; prevention of spread) and normal fire alarm system. 

– Operation of an alarm system incl. forwarding to control center, plant security, fire brigade, security 

service, etc. (fire brigade 500m away from the data center). When the alarm is triggered, the area is 

automatically de-energised. 

– Use of different sensors to identify physical impairments (water, temperature, humidity, etc.: double 

procedure: Sensors in data center and separate control system). Use of air conditioning incl. 

documentation of air conditioning technology. 

– Use of a security service 

– Multiple database and system backups. 

– All the important data processing systems are covered by the back-up system. 

– The network architecture is designed to ensure redundancy at all times. 

– Concept for the reconstruction of data files (IT/disaster recovery). 

– Distribution of network components to several protected areas for the purpose of risk/failure 

minimization. Storage of backups geographically separated from each other. 

– Personnel data archive, backups in other locations-fire sections. 

– Collect, tape in the locker, dedicated backup servers, infrastructure systems are redundant. 

– Designation of an Information Security Officer 

– Anti-virus/anti-malware programmes are available and up to date. 

– Use of a company-wide ISMS. 

– A business continuity management system in accordance with ISO 27001 exists. 

– Measures against DOS attacks by the infrastructure service provider used. 
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3.3 Procedures for regular testing, assessment and evaluation (Art. 25 (1) GDPR; 
Art. 32 (1) lit. d GDPR) 

3.3.1 Data protection management and ISO 27001 

Inxmail GmbH is advised by the Deutschen Datenschutzkanzlei (external data protection officer: Stefan 

Fischerkeller) on the matter of data protection. The Deutsche Datenschutzkanzlei maintains a data 

protection management system for Inxmail GmbH in which all measures, procedures, activities, etc. are 

mapped. The data protection management system contains the most important data protection 

requirements and a comprehensive structure for mapping data protection measures. The data protection 

management is continuously maintained and updated by the Deutschen Datenschutzkanzlei. 

Inxmail GmbH is certified according to ISO 27001 as a company. There is an annual recertification and 

review of the ISO 27001 measures and standards. 

3.3.2 Incident-Response-Management 

An organizational and technical process for managing security incidents has been defined and 

implemented. This also ensures a consistent reaction as well as a consistent managing of detected and 

suspected security incidents/malfunctions. This also includes a consistent follow-up and control in the 

sense of a continuous improvement process. 

The roles and tasks within the framework of incident response management are defined in accordance 

with BSI 100-4 and ISO 27001 within the ISMS, the primary objective of which is the protection of 

information and the fastest possible restoration of the infrastructure/service in the event of damage. 

3.4 Privacy by Default (Art. 25 (2) GDPR) 

In principle, only data that is appropriate and necessary for business purposes is collected and processed. 

Procedures for automated data collection and processing are designed in such a way that only the 

necessary data is collected. Customers' software solutions can be adapted and administered by the 

customers themselves. Deletion/correction of data in the system by the customer is always possible. 

Application Lifecycle Management is part of the company-wide product management process. It 

represents a guideline for the development of applications in conformity with the existing ISMS and thus 

serves to fulfil ISO 27001. 

3.5 Order Control 

The employees have all been instructed with regard to data protection, are committed to data secrecy and 

have accepted/signed corresponding confidentiality and non-disclosure agreements. 

If Inxmail GmbH uses subcontractors for data processing, certain requirements will be implemented. 

These include ensuring the technical and organizational measures of the subcontractors within the 

meaning of Art. 28 DSGVO in conjunction with Art. 32 (1) GDPR. The following requirements for a 

subcontractor relationship apply: 
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› There is detailed information on the purpose, type and scope of the commissioned processing and use 

of the Controller's personal data in accordance with Art. 28 (3) GDPR. The corresponding details are 

contractually fixed. 

› German service providers have designated a company data protection officer, if a designation is 

required by law, and ensure through the data protection organization that he or she is appropriately 

and effectively integrated into the relevant company processes. 

› A regular audit of the commissioned companies is carried out by the company's own internal IT 

administration, the data protection officer, or the IT security officer. 

› Verbal orders must be confirmed and documented in writing. 

› Individual orders are only placed via named contact persons. 

› Only restrictive access authorizations are granted to the technical environments concerned. In the case 

of external access to the system, access is deactivated or blocked after the end of the collaboration.  

› A template for a data processing agreement is available for the transfer of personal data to external 

service providers, which contains corresponding regulations for control. 

 Pseudonymisation and Encryption (Art. 32 (1) lit. a GDPR) 

Various encryption mechanisms are used in the processing of personal data (e.g., TLS/SSH encryption for 

transfer; external access via VPN) In addition, the customer data is pseudonymized on the data processing 

systems (customer number) to ensure an even higher level of data protection. 

 Cooperation with the Deutsche Datenschutzkanzlei; DDSK 
GmbH 

In order to comply with the data protection requirements under the BDSG and the EU General Data 

Protection Regulation, which will apply from 25 May 2018, Inxmail GmbH works together with the 

company Deutsche Datenschutzkanzlei, DDSK GmbH. In addition to drawing up guidelines and aids to 

action, the DDSK GmbH advises Inxmail GmbH on all data protection issues and provides the company's 

external data protection officer in accordance with Article 37 of the GDPR. 

The contact information for the Deutsche Datenschutzkanzlei is as follows: 
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DDSK GmbH 

 

Dr.-Klein-Straße 29, 88069 Tettnang, Germany 

Tel.  07542 / 949 21 00 

E-Mail: datenschutz@inxmail.de 

www.ddsk.de 

Contact Inxmail GmbH  

datenschutz@inxmail.de; https://www.inxmail.de/en/data-conditions; tel. +49 761 / 296979-0 

mailto:datenschutz@inxmail.de
mailto:datenschutz@inxmail.de
https://www.inxmail.de/en/data-conditions/

